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Tailored Strategies for Applying Large Language Models in Clinical Settings
and Addressing Data Security Challenges

Tae Joon Jun

Department of Information Medicine, Asan Medical Center, University of Ulsan College of Medicine, Seoul, Korea

Since the advent of ChatGPT in 2022, large language models (LLMs) have rapidly evolved, and their clinical applications are currently
being explored. This paper introduces three practical strategies for applying LLMs in healthcare settings: text-to-text, any-to-text, and
retrieval-augmented generation. Each strategy is described using real-world examples and analyzed for potential data security risks.
Although LLMs offer promising efficiency and performance benefits, they also pose new challenges regarding privacy and information
leakage, particularly when trained using sensitive patient data. We propose tailored learning and governance approaches to mitigate
such risks, emphasizing the necessity of de-identification techniques and robust guardrails for ensuring safe and effective deployment in

clinical settings. (Korean ] Med 2025;100:219-224)
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Table 1. A comparative analysis of strategies for utilizing customized large language models in clinical settings

Classification
Concept

Data handling

Use cases

Technical difficulty

Security issues

Mitigation strategies

Text-to-text
Generates text from a text input

The model is trained on and stores med-
ical data directly in text format

Summarizing and drafting clinical re-
cords

Relatively low and straightforward

Risk of sensitive information from
training data being leaked through the
model

Difficulty in implementing differenti-
ated access controls for the learned
information

Data de-identification and pseud-
onymization
Implementing guardrails on the model

Multimodal-to-text

Generates text from various data
inputs, such as images and bio-
signals

The model is trained on and stores
various forms of medical data
(multimodal)

Medical image interpretation
Biosignal analysis and explanation

High technical implementation
difficulty and challenges in data
acquisition

Includes all security issues of the
text-to-text model

Increased complexity due to di-
verse data types (multimodal)

Apply the mitigation strategies
from the text-to-text approach

RAG

Searches an external database and gen-
erates answers based on the results

The model itself is not used as a knowl-
edge repository; it references an exter-
nal DB

Answering questions based on the latest
clinical guidelines

Identifying candidates for clinical trials

Searching academic papers and Q&A

Lower training burden on the model
itself, but requires technology for DB
construction and integration

Risk of information theft through direct
attacks on the vector DB

Possibility of inferring sensitive infor-
mation from questions and answers

DB access control
Strengthening traditional database se-
curity measures

RAG, retrieval-augmented generation; DB, database.
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